Rosana Empowerment Foundation (REF)

=Empowering Dreams, Transforming Lives=

Internal Control Mechanisms (ICMs)

Implementing strong internal control mechanisms (ICMs) is crucial for
the effective and ethical operation of any organization, including a
nonprofit like the Rosana Empowerment Foundation (REF). These
mechanisms help ensure compliance with laws and regulations, protect
against fraud and mismanagement, and promote transparency and
accountability. Here's a suggested ICM for REF:

1. Segregation of Duties:

Assign responsibilities and tasks to different individuals or teams to
prevent a single person from having control over an entire process.

For example, ensure that the person responsible for handling
donations is not the same person responsible for financial reporting.

2. Financial Policies and Procedures:

e Develop and document clear financial policies and procedures that
outline how financial transactions, including donations, are
processed, recorded, and reported.

e Regularly review and update these policies to ensure they remain
relevant and effective.
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3. Dual Authorization for Financial Transactions:

e Implement a system where two authorized individuals must approve
financial transactions, especially those involving significant amounts
or sensitive accounts.

e This can include dual signatures on checks or dual approval for
electronic transfers.

4. Regular Financial Reporting and Reconciliation:
e Establish a routine schedule for financial reporting and reconciliation.

e Ensure that financial statements are prepared regularly and reviewed
by an independent party to verify accuracy.

5. Donor Contribution Tracking:
e Maintain a comprehensive system for tracking donor contributions.

e Ensure that all donations are properly recorded and acknowledged,
and that there are controls in place to prevent misallocation or
misappropriation of funds.

6. Budgeting and Expense Control:
e Develop an annual budget that aligns with REF's mission and goals.

e Monitor expenses regularly against the budget and implement
controls to prevent overspending.

7. Asset Protection:

e Safeguard physical and digital assets, including sensitive donor
information and financial records.

e Implement security measures, access controls, and regular backups of
important data.

8. Independent Audits:
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e Conduct independent financial audits at least annually by a reputable
external auditor.

e Share audit results and recommendations with the board of directors
and stakeholders.

9. Whistleblower Policy:

e Establish a confidential whistleblower policy that encourages
employees, volunteers, and other stakeholders to report concerns
about financial misconduct, fraud, or unethical behaviour.

10. Board Oversight:

e Ensure that the board of directors is actively engaged in overseeing
REF's financial operations.

e Regularly review and discuss financial reports and internal control
mechanisms during board meetings.

11. Training and Awareness:

e Provide training to employees, volunteers, and board members about
REF's financial policies, ethical standards, and internal controls.

e Raise awareness about the importance of ethical behaviour and
reporting any suspected wrongdoing.

12. Continuous Improvement:

e Regularly assess and refine internal controls based on changing
circumstances, new risks, and lessons learned from past experiences.

Remember that internal control mechanisms should be tailored to REF's
specific needs, size, and activities. Regularly assess their effectiveness
and be open to making improvements as necessary to maintain the
integrity of the organization's operations.
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